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Abstract: A new two-factor authenticated key agreement protocol based on biometric feature and password was pro-
posed. The protocol took advantages of the user’s biological information and password to achieve the secure communica-
tion without bringing the smart card. The biometric feature was not stored in the server by using the fuzzy extractor tech-
nique, so the sensitive information of the user cannot be leaked when the server was corrupted. The authentication mes-
sages of the user were protected by the server’s public key, so the protocol can resist the off-line dictionary attack which
often appears in the authentication protocols based on password. The security of the proposed protocol was given in the
random oracle model provided the elliptic computational Diffie-Hellman assumption holds. The performance analysis
shows the proposed protocol has better security.
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